This is an unofficial translation - please note that only the Danish version has legal validity

	Guidelines on IT control and security measures in pursuance of section 71(1) no.4 of the Financial Business Act

	1. Introduction

These guidelines have been issued in pursuance of section 71(2) of the Financial Business Act, and they deal with the Danish Financial Supervisory Authority’s interpretation of section 71(1) no. 4 of the Financial Business Act on appropriate IT control and security measures. 

These guidelines apply to all financial undertakings, irrespective of their size.

2. Organisation
2.1
The board of directors is responsible for, and should decide upon, the use of IT by the undertaking, including IT organisation and IT security in the form of, eg. IT strategy, general IT organisation, and IT security policy. The basis of the decisions by the board should include an assessment of the risks involved in the undertaking’s use of IT.


2.2
Responsibilities for IT functions in an undertaking should be clearly defined and allocated in the organisation.

2.3
There should be segregation of duties between

· systems development and maintenance,

· IT operations, and

· performance of the undertaking’s business activities.

2.4
Implementation of new systems, changes to existing systems, and correction of errors and faults should be carried out using controlled procedures.
 
3. IT security policy
3.1
IT security policy lays down the overall demands for the level of security at the undertaking. As far as possible, IT security policy should be independent of the technology used. The policy should be reviewed periodically, for example to take account of changes in the business or IT risk profile of the undertaking, or changes in relevant legislation.

3.2
Depending on the size of the undertaking, IT security policy may, for example, state requirements for:

· Organisation of IT work, including segregation of duties.

· Risk assessment.
· Protection of systems, data, equipment, and communication paths.

· Systems development and maintenance.

· Operations.

· Backup for operational and disaster recovery purposes.

· Restoration of normal operations in the event of errors, faults, break-downs, loss of data or systems, as well as complete or partial destruction of buildings, equipment, or communication paths.

· Quality assurance.

· Implementation of the policy in more detailed security regulations, procedures, and instructions.

· Precautions in the event of breaches in IT security and security rules. 

· Compliance with the relevant legislation.
· Reporting, control, and follow-up.

· Possible exemptions from the IT security policy.

· Outsourcing and control hereof.

4. Procedures

4.1
There should be written procedures describing clearly the matters of significance to adequate management of IT risks at the undertaking.

4.2
Depending on the size and nature of IT utilisation at the undertaking, the procedures may include the following:

· Compliance with IT security policy and provisions.

· Allocation of responsibilities, including ownership of IT processes and resources.

· Monitoring of segregation of duties.

· Check that the required level of IT security is maintained, as well as management of any weaknesses.
· Classification and prioritization of systems and data.

· Documentation of systems software, applications, and changes.

· Backup of systems and data, including storage of backups for disaster recovery purposes.

· Acquisition of IT resources.

· Systems development, configuration and maintenance, as well as testing new and changed systems. 

· Tests and other quality assurance.

· Change management and problem management.

· Access control to systems and data.
· Physical security, including controls on physical access.

5. Disaster recovery plan

5.1
There should be an IT disaster recovery plan, the objectives of which have been approved by the board of directors. Depending on the circumstances of the undertaking, the plan may describe the establishment of the disaster recovery organisation and activity plans in the event of serious systems break-downs, or errors, faults and disturbances in IT utilisation.

5.2
Rules should be prepared on testing the disaster recovery plan and reporting the results of such tests.  

6. Outsourcing

6.1
When outsourcing IT functions, the undertaking should ensure that the supplier complies with its IT security policy and security rules. Furthermore, procedures should be agreed for the undertaking to control such compliance regularly.

6.2
Outsourcing should not prevent utilisation of the undertaking’s disaster recovery plan. 

6.3
Outsourcing also covers situations where one or more companies in a group perform operations, development, or maintenance for other companies in the group.
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